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Abstract: Flawed authentication protocols led to the need for a secured protocol for radio frequency identiﬁcation (RFID) techniques. In this paper, an authentication protocol named Modiﬁed ultralightweight mutual
authentication protocol (MUMAP) has been proposed and cryptanalysed by Juel-Weis challenge. The proposed
protocol aimed to reduce memory requirements in the authentication process for low-cost RFID tags with limited
resources. Lightweight operations like XOR and Left Rotation, are used to circumvent the ﬂaws made in the other
protocols. Proposed protocol has three-phase of authentication. Security analysis of proposed protocol proves
its resistivity against attacks like desynchronization, disclosure, tracking, and replay attack. On the other hand,
performance analysis indicates that it is an eﬀective protocol to use in low-cost RFID tags. Juel-Weis challenge
veriﬁes the proposed protocol where it shows insusceptibility against modular operations.
Keywords: Radio Frequency, IoT, Ultralightweight, Mutual Authentication, MUMAP, Security
1. Introduction
The network which connects various electronic devices with
distinct identities among each other and creates an internetworking infrastructure through diﬀerent communication
protocols is known as Internet of Things (IoT). IoT network utilizes RFID technology for the identiﬁcation process because it is lightweight, enables high-speed communication, and ensures no line of sight scanning. RFID is
a fast-growing recognition mechanism which identiﬁes the
distinct identities eﬀectively [1]. The non-line of sight scanning feature makes RFID a promising technology. Besides,
the miniature size and the cost-eﬀectiveness of RFID tags
also increase its demand not only in IoT but also in other
ﬁelds of research. Unlike barcodes, in every RFID object,
there is an integrated circuit (IC). But because it identiﬁes/traces the object with radio waves and no physical contact is needed, it will shortly replace the other identiﬁcation
strategies if its reliability concerns can be solved.
RFID system consists mainly of three parts: reader, tag,
and back-end server (database). A protected channel connects the back-end server and reader, while the link between
the reader and the tag is considered poorly secured. Due to
this issue, privacy and protection became one of RFID’s indispensable security concerns. Generally, the connection
between reader and tag is critical and unattended as the
channel is wireless, which is vulnerable to various cyberattacks. This system is endangered to various kinds of security attacks such as Denial of Service (DoS), man in the
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middle (MIM), spooﬁng, eavesdropping, traceability, desynchronization, and probabilistic disclosure attack. Researchers suggested various authentication protocols for the
RFID tag and reader, based on the purpose of protecting the
communications channel.
Chien [2] classiﬁed these protocols into four groups
based on the complexity of computation, operations, and
function used. These are i) Full-ﬂedged protocols, ii) Simple protocols, iii) Lightweight protocols, and iv) Ultralightweight protocols. Full-ﬂedged protocols include traditional cryptographic techniques, hash functions, etc. The
protocols of this class require adequate on-chip resources
[3]. For this purpose, costly RFID tags are needed for these
protocols. Simple protocols contain only a pseudo-random
number generator (PRNG) and hash function. Lightweight
protocols carry a cyclic redundancy check (CRC) and a
lightweight PRNG check. Low-cost RFID tags have an
insubstantial number of resources and drawbacks for advanced computation. There is an ultralightweight class of
protocols for this reason. These protocols use only bit-wise
logical operations and ultra-light primitives such as rotation,
recursive hash, etc. PRNG is used because it was on the
server-side.
To strengthen the security of a RFID system from the
vulnerabilities and lessening the intricacy in the calculation, a methodical authentication protocol is required which
can ensure security for the vulnerable channel mentioned
earlier. As of late, numerous ultralightweight mutual authentication protocols have been put forward and practically
every one of them demonstrated poor performance against
various security attacks. In this paper, we come up with a
novel protocol for ultralightweight class. We have titled it
33
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as, MUMAP: Modiﬁed ultralightweight mutual authentication protocol.
2. Related Works
Lopez et al. proposed three RFID protocols named
UMAP (Ultralightweight Mutual Authentication Protocol):
LMAP (Lightweight Mutual Authentication Protocol) [4],
M2 AP (Minimalist Mutual Authentication protocol) [5]
and EMAP (Eﬃcient Mutual Authentication protocol) [6]
which belong to ultralightweight group. In this family of
protocols very simple bitwise operations took place. For reducing computational complexity and the cost, these protocols were quite eﬀective for RFID tags of low prices. However, later on, it was found that these protocols were susceptible to diﬀerent attacks like desynchronization, full disclosure attack, etc.
Chien [2] proposed a new authentication protocol for
RFID communication named Strong Authentication and
Strong Integrity (SASI) protocol. Authors claimed that
SASI oﬀered solid authentication and secure communication and improved data integrity, which can resist all
potential attacks that breach the protection of prior techniques. Unfortunately, cryptanalysis of the protocol pointed
out its vulnerability to attacks like DoS, desynchronization,
anonymity tracing, and full disclosure attack [7]. Gossamer
protocol [8] is quite similar to SASI’s scheme, but due to
the use of dual rotation and the MixBits feature Gossamer
tends to be considerably more stable. Gossamer protocol
claimed that it was designed to solve the security issues of
the SASI protocol but the gossamer protocol also failed to
prove its strong authentication.
Tian et al. [9] came with a new ultralightweight protocol named RFID authentication protocol with permutation,
which used a new bitwise operation called permutations.
But afterward, Avoine et al. [10] described its vulnerability
in their paper. Jeon and Yoon proposed RFID authentication protocol for low-cost tags (RAPLT) [11] where merge
and separation operations were used. It solves EURFID’s
[12] IDS collision problem. But Wang et al. [13] proved
that RAPLT was not secured at all. It was also vulnerable
to desynchronization attack.
In the same year, Bassil et al. [14] proposed a novel approach to achieve mutual authentication for ultralightweight
tags using physically unclonable functions (PUF). It was
claimed that it provided robust security as well as good performance. Umar Mujahid [1] proposed a RFID authentication protocol of similar class in 2014 by using a recursive
hash. It was claimed that this protocol would provide security, probity, and authentication cost-eﬀectively. For this
reason, it was named robust conﬁdentiality, integrity, and
authentication (RCIA) protocol. RCIA introduced a new
recursive hash function, which detected the tempered message, and avoided all possible attacks.
A protocol for ultralightweight mutual authentication
called Succinct and Lightweight Authentication Protocol
(SLAP) was introduced in 2016. Bitwise basic operations,
rotations, and conversion have been used in this protocol.
Hanguang [15] claimed to withstand numerous attacks inIIAE Journal, Vol.9, No.2, 2021

cluding a desynchronization attack, a replay attack and,
traceability attack.
Tewari [16] proposed a novel ultralightweight mutual authentication protocol in 2017. Because of using bitwise operations only, this protocol was very eﬃcient in terms of
cost. Besides this, it was claimed that the computational
overhead was very low and the protocol provided untraceability. But later on, it was found that this protocol was
vulnerable to desynchronization attack and full probabilistic disclosure attack [3]. Later, Wang [17] found the vulnerability of the Tewari and Gupta’s protocol and proposed
a revised version of it. Wang claimed that the revised protocol was able to resist desynchronization and full disclosure attacks. Later in 2016, Umar Mujahid [18] proposed
kasami code based mutual authentication protocol: KMAP.
A new ultralightweight primitive called pseudo kasami code
was introduced. KMAP avoided logical operations like OR,
AND because of their unbalanced behavior and the protocol
showed resistive nature against all possible attacks.
In 2018 [19], a robust elliptic curve cryptography-based
authentication protocol has been suggested to remove the
existing issues raised by RFID being an unreliable means of
communication between tag and reader. This protocol used
elliptic curve Diﬃe-Hellman as the main agreement protocol to settle on a common message that is used to encrypt
the subsequent messages exchanged to secure the tag data.
Nevertheless, recently Naeem et al. [20] put forward some
scalability and consistency based security concerns. Finally, the paper recommends an update to ﬁx the mentioned
problems. Zhu et al. [21] proposed an ultralightweight protocol but incorporates a function which was physically unclonable (PUF). Authors claimed that their proposed protocol was resistant to physical attacks and clone attacks as
the tag contains no information and was ﬁtted with a PUF.
Rather, enable low-cost tags and large tag implementations.
Therefore, several protocols have been developed over
time but none of them developed to be completely covered
which is the key impetus for our research. We have addressed the problems generated in the protocol Tewari and
Gupta [16] and are proposing a new RFID ultralightweight
authentication protocol.
3. Proposed Protocol
In the proposed authentication method, it is presumed that
the wireless connection between the reader and the backend database server will be protected while the connection
between the reader and the tag will not be secured. The
proposed authentication scheme aims to protect the channel. Tag’s identity (ID), pseudonym (IDS) and Key (Kr for
reader, Kt for tag) are stored in both reader and tag. Kr and
Kt are expected to be the same. Figure 1 depicts the ﬂow
diagram of the proposed protocol. There are several steps
of authentication in the proposed mechanism which are discussed below:
1. The reader transmits a Hello message to all tags at the
beginning of the authentication process.
2. After receiving the initialized Hello message, tag re-
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Figure 1: Proposed protocol (MUMAP)

sponses with IDS ′ where IDS ′ is used for secure communication.
IDS ′ = ID ⊕ IDS

(1)

3. Upon receiving IDS ′, reader will dig out ID from IDS ′
and IDS that saved at reader side (ID = IDS ′ ⊕ IDS)
and verify ID with the back-end server.
On receipt of the IDS ′, reader will dig out ID by IDS ′
and IDS saved at reader side (ID = IDS ′ ⊕ IDS) and
verify ID with the back-end server. When the ID is detected on the ﬁle, the tag will be accepted as a valid tag,
then the tag will be identiﬁed as a malicious tag and
the link will be terminated automatically along with
the ﬁrst step of the authentication process.
4. If the ID matches in the previous stage, the next authentication step will begin. A random number (R) is
generated at the end of the reader at this point, and A
is determined.
A = IDS ⊕ R

(2)

After computing A, the reader computes B using A, Kr ,
and R. Rotation function, Rot () is used here.
B = Rot(Rot(Kr , A), Kr ⊕ R)

(3)

After that reader calculates A and B and transmits to
the tag’s end.
5. The tag extracts the random number R with A and IDS
stored at the side of the tag after obtaining A, B. Extracting R and the local values that the tag determines
B′ and comparing it with B.
B′ = Rot(Rot(Kt , A), Kt ⊕ R)

(4)

If B ̸= B′, the connection will be terminated immediately else the protocol will go for next level of authentication.

6. Third authentication stage starts with calculating C ′ at
tag’s side with Kt . Tag sends back C ′ to reader.
C ′ = Rot(Rot(IDS ⊕ R, Kt , ), Kt ⊕ B′ )

(5)

7. Reader will compute C using Kr and compare it with
C ′.
C = Rot(Rot(IDS ⊕ R, Kr , ), Kr ⊕ B)

(6)

If C ̸= C ′, the connection is terminated immediately
and if C = C ′ found true then the channel will be secured successfully.
Rot (A, B) means rotating the bits of A as per the hamming
weight of B. Hamming weight of B means the number of
non zero bits in B. For example, A = 10100110 and B =
10111001. The number of non zero bits in B is 5. Therefore,
Rot (A, B) = Rot (A, 5) = 11010100.
4. Security Analysis
Our proposed protocol has been analysed in the following
section. There are four parts of this security analysis: an
analysis using Juels-Weis challenge-response model, vulnerabilities due to modular operations, functionality analysis, and resistivity against diﬀerent attacks.
4.1 Analysis using Juels-Weis Challenge
JuelsWeis challenge [22] involves a one-reader RFID system and
a range of RFID tags n. All the legitimate tags in the RFID
system contain one discrete secret key and pseudonym
which have been altered after every successful authentication period. Three diﬀerent messages are used to execute
the session:
1. SetKey message is employed so as to allocate a new
key to the tag. Receiving SetKey message, tag replace
the existing secret key with a new one.
2. TagInit message stacks the session key to another
worth evacuating the present session logs and starts
with another session key.
IIAE Journal, Vol.9, No.2, 2021
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3. ReaderInit uses this particular message in order to
start a new session of authentication.
Adversary Considerations:
1. H is presumed to be an adversary that can generate any
of the above messages.
2. H can react to any of the above messages, in light of
the information recovered from parameters from the
last session.
3. Communication cost will be determined by the number
of ReaderInt and TagInt messages generated by H.
4. H is capable of corrupting any tag just by sending
SetKey messages to it.
5. H receives and controls every enduring communication between reader and tags.
H can give the following queries:
Execute (R, T): H controls the channel through which
the reader, R, and tag, T communicates in real-time. It
is eavesdropping i.e., a passive attack.
Send (E1 , E2 , m): H sends any message m when two
entities E1 , E2 are communicating.

Guessing phase: When H results a bit b, the game
terminates and if it accurately guesses the ID of the
tag then H will win because it will be capable of differentiating between tags. The accurate guess of H is
considered as upper hand for H and denoted as:
AdvH(k) = Pr[H wins] −

1
2

The adversary H outputs a guess b′ ≡ BLS B ⊕ C LS B , which
can be derived as:
AdvH(k) =

Pr[H wins] −

1
2

1
2

=

Pr[b′ = b −

=

Pr[B ⊕ C = b] −

1
2

Considering only the LSBs we have:
AdvH(k) = Pr[BLS B ⊕ C LS B = b] −

1
2

Therefore, advantage for the adversary is negligible contrasting to ∈ (k) because here:
BLS B = Rot(Rot(KrLS B , ALS B ) ⊕ RLS B , KrLS B )
C LS B = Rot(Rot(KrLS B , ALS B ) ⊕ RLS B , KrLS B ⊕ BLS B )

Corrupt (T, K): Through this query, H manipulates
the tag’s secret key to K. Contrast to eavesdropping, H
has more control and access to the system during this
attack as the tag has been compromised.

B and C are still uncertain and unpredictable since this is
where rotation operation modulo 96 is used. There is a very
low likelihood of positive guess. Consequently, during the
game, the adversary can not infer the K and IDS values.

Test (T 1 , T 2 , i ): H has to guess the bit b ∈ {0,1} accurately to be successful depending upon an id IDb which
is chosen from { ID1 , ID2 }.

4.2 Vulnerabilities due to modular operations:
The
study of our protocol was considered here, based on the
modular operations. This method of evaluating in SASI was
used by Hernandez-Castro et al.[7]. Since we have specifically used rotation operations to measure certain security
parameters, another way to evaluate the security of our protocol is to test the conditions where the modular operation
is not operating, i.e., the value (wt(B)(mod n)= 0.
Therefore,

According to the OSK scheme [23], in the game played
between the system itself and attacker, H looks forward to
the original tag. There are a couple of phases are deemed
by the OSK in this game [24] [25].
Learning phase: H is competent to send the above
queries in order to acquire knowledge about tags and
readers. In this context, H initialized an execute query
in order that H can eavesdrop to authentication session
between R, and T 1 and variables B and C can be disclosed.
Challenge phase: H transmits a Test message to a new
session and selects a random bit from {0, 1} by guessing. The fresh tags like T 1 , T 2 having individual identiﬁers ID1 , ID2 (ID1 ≡ 0 mod 2 and ID2 ≡ 1 mod 2)
has been chosen. After that, H throws a Test query.
Consequently, H is given a challenge to test identiﬁer
IDb = {ID1 , ID2 }. We consider least signiﬁcant bits
(LSB) only. So as per construction, b = IDbLS B .
IIAE Journal, Vol.9, No.2, 2021

B = Rot (Rot (Kr , A), Kr ⊕ R) [Using Eq. 3]
In this case, the probability of (Kr ⊕ R) mod n = 0 is
So,

1
.
n2

B = Rot (Rot (Kr , A), 0) = Rot (Kr , A) [Note: n = 96].
Rotation operation will be executed once again in our
protocol and our protocol will not disclose any variable. So,
the protocol will remain safe and secured. The probability
of A mod n = 0 is n1 . The total probability of B compromised will be ( n12 ) which is almost negligible and assured
resistivity of our protocol. Now, if B is compromised in any
case, B would not disclose any key or variable as:
B ⊕ A = B ⊕ IDS ⊕ R [Using Eq. 2, 3]
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Similarly, B ⊕ C will not make valid information. Our
protocol will also be protected in such a case. Let us examine this situation with other variable C(probability: 1/n2 ),
we have: C = Kr ⊕ B Now, let us try to ﬁnd out variables
using C, we get:
C ⊕ A = Kr ⊕ B ⊕ IDS ⊕ R [Using Eq. 2, 6]
Also, in this case, C ⊕ B will not disclose any value. An
attacker may have the real value of R. However, with the
single R, it is impossible to ﬁnd out the values of other variables. Consequently, our protocol is not vulnerable because
of the modular operation used during rotations.
4.3

Functionality of the protocol
Mutual Authentication: The valid tag and reader
should test each other out and interact with each other.
The exchanged messages are focused on shared values. Just the true reader and the tags store certain values. In the very ﬁrst step, the reader authenticates the
tag using a legitimate tag ID. Likewise, B and C must
authenticate the user by name. Therefore, in our protocol only the legitimate tag and the reader will generate
legitimate values and authenticate one another.
Conﬁdentiality: The messages exchanged between
the device tag and the reader all refer to the shared ID,
pseudonym, key, and a number R created randomly.
Retrieving the randomly generated number R and the
IDS ′ transmitted between reader and tag without the
original tag ID, pseudonym, and key is very nearly impossible. Besides this, it is very diﬃcult to infer the
keyword as well as the key, as this value is altered with
each authentication step by masking with the previous
keys.
Integrity: We can not use a random number generator
on both the tag and the user side because of low-cost
tags. It is also important to ensure the data validity of
randomness on both sides. Modifying any of the exchanged values, like A or B, is quite complicated. But
if someone can change any of the values, he/she won’t
remove the randomly generated number R, B′ will be
invalid, and the connection will be terminated. Therefore it is diﬃcult for the attackers to change the values
because they have to accurately determine B′ and C ′.
Therefore our algorithm implies that a minor change
in some value will result in something completely different.
Forward security: Forward authentication requires
if the tag is breached, protecting the prior correspondence between the reader and the tag. As the alias,
IDS and key K changes with the random number and
system tags ID, if the attacker can know the ID somehow but cannot decode the previous communications.
So the previous communications stay vigilant.

4.4 Security Attacks
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Desynchronization Attack: In our protocol, both the
pseudonym and the key have been changed in both the
tag and the reader side after each authentication process to keep the tag and reader synchronized. The
attacker may take the initiative to desynchronize by
changing the exchanged values, A and B. But this is
going to lead to an incorrect R and B′, which leads to a
terminated connection.
Disclosure Attack: In our algorithm, every measured
value depends on two or more other values in order to
make complex calculations. We use the Rot function
twice to calculate the exchanged values. So, if the attack could compromise A and B, it would not be able to
obtain any information. Thus, we say that our protocol
is resilient to an attempt on disclosure.
Replay Attack: In our protocol, diﬀerent random
number will be generated for each authentication session, and depending on the random value and the local
values, diﬀerent A, B, and C will be determined. So,
if the intruder tries to control R, A, B, and C, the communication will be terminated and the replays have no
impact on our protocol.
Traceability Attack: As in our protocol, the tag never
communicates its ID with others and all sent messages
will be masked with the randomly generated number,
so accessing the tags ID is very diﬃcult. Besides these,
the pseudonym will be replaced with the tags ID after
every authentication. It is not possible, therefore, to
trace any tag by its ID.
5. Performance Analysis
In this section, we present an analysis of the performance
of the proposed protocol. Ultralightweight operators were
included, while we introduced an ultralightweight protocol.
We have already claimed that RFID tags cannot perform
complicated heavyweight operator calculations. In our protocol, tag only involves two basic bitwise logical operations:
XOR and Left Rotation based on hamming weight. These
operations are very lightweight, simple to execute, and have
very low computational costs. In our protocol, tag sent two
messages (IDS ′, C ′). So the number of messages tags sent
is 2L. If we compare with other protocols, we do need 2L,
but ours is more stable as we submit the IDS ′, which is then
XORed of two identical values (ID, IDS).
Low-cost RFID tags have very poor memory. As far as
other protocols are concerned, our proposed protocol needs
less memory (4L). Each tag has to save tag ID, pseudonym
IDS, Key K, and a random generated number R. Each of
them is L (where L=96-bits) in size. The total storage requirements are therefore 4L bits, which is comparatively
less than other protocols. During the authentication process,
the number of messages sent by the tag during the protocol
run is the cost of the communication. The cost of communication in our proposed protocol is only 3L. In addition, our
protocol demonstrates resistance to various attacks, such as
desynchronization, disclosure, and monitoring. Apart from
IIAE Journal, Vol.9, No.2, 2021
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Table 1: Performance Analysis of our protocol with the other exiting UMAP

Computational
operations
used
Tag generated
messages
Memory
requirements
Total number
of messages
for
mutual
authentication
Security
from
Desynchronization
attack
Security from
Full disclosure
attacks
Untraceability

LMAP [4]

SASI [2]

Gosaamer [8]

RAPP [9]

RCIA [1]
Rot, ⊕, AND

Tewari and
Gupta [16]
⊕, Rot

Our
MUMAP
⊕, Rot

+, ⊕, OR

+, ⊕, OR,
AND, Rot

+, ⊕, Rot,
MixBits

⊕, Rot, Permutation

2L

2L

2L

2L

2L

2L

2L

6L

7L

7L

5L

7L

7L

4L

4L

4L

4L

5L

5L

3L

3L

No

No

No

No

No

No

Yes

No

No

Yes

No

No

No

Yes

No

No

No

No

No

No

Yes

this, as in our protocol, there are no AND and OR operations, our protocol is also immune to tango attacks. In
Table 1, a comparison of our protocol with other existing
protocols has been revealed. It is found that our protocol is
working better than other exiting protocols.
6. Conclusion
Radio frequency identiﬁcation is one of the extensively executed identifying procedures for node revelation in IoT
networks. IoT networks lean toward RFID innovation because of top-level examining speed, unmistakable recognizing, and non-view ﬁltering competency. For enhancing the
security of RFID tags, many mutual authentication protocols have been proposed. In any case, sadly, none of these is
completely made sure about. This paper puts forward a new
ultralightweight mutual authentication protocol for IoT networks. The proposed protocol uses two bitwise operations
(XOR and left rotation) which are particularly powerful for
constrained resourced IoT devices. Contrast with diﬀerent
protocols, MUMAP requires low-cost in storage and communication. As the proposed algorithm is more secure and
the protocol is resistive to various attacks, it very well may
be the best decision to ease RFID tags utilized for IoT devices. In this paper, we talked about distinctive security attacks on RFID tags. We moreover mean to separate the security of the proposed protocol against DoS attacks. Later
on, we likewise intend to perform a further top to bottom
cryptanalysis of the proposed protocol.
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